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Annex — A
Terms of Reference (ToR)

For Establishment of Frame Agreement for Provision of Fiber Optic Internet connectivity

for UNHCR Representation Office in Mogadishu, Somalia

Objective:

UNHCR Mogadishu, Somalia requires contractual services for the installation and
provision of high-speed stable and reliable internet services. Connection should be
primarily fiber-optics with secondary back up wireless solutions. The link should be able to
support applications and services such as data communication and the internet between
the endpoints.

Duplex with no additional payment or limitation by traffic amount (unlimited traffic — no
download quota) and time.

Technical Requirements:

1.

The Internet Service Provider (ISP) is responsible to provide all hardware
equipment required to carry out the full implementation of the project at respective
offices that achieve a consistent and reliable connection.

The ISP must provide the hardware specification (model, type) and method of
installation must be submitted for technical evaluation and approval.

Any civil work related to installing the connection and the outdoor antenna (e.g.
laying of cables) must be the responsibility of the ISP.

Connectivity through wireless solution of P2P must be 100 Mbps at the minimum,
undersea fiber optical cable connectivity is mandatory.

Bandwidth full duplex / dedicated connection described as per the below listed
specification.

The service continuity must not be less than 99.8% of up time. Any scheduled
service or maintenance must be prompted by e-mail or phone call at least two (2)
working days ahead.

4 Public IPs provided with the service with direct IP connectivity and unfiltered
access to the internet.

The ISP should have a reliable backup source for the internet as a Backbone, not
less than 50% of actual speed in case of main service down to guarantee better
services and a secure connection to help forwarding the internet service directly
without any defects of the browsing.



9. Latency Domestic <2ms to ISP gateway and to Europe <100ms.

Network Operating Center:

Any issues with channels of wireless connectivity should be monitored to ensure the
service continuity 24/7.

Technical Support and/or Help desk:

The Internet Service Provider (ISP) must have the ability to provide 24 hours/day for 365
days/year technical support and/or help desk availability for monitoring and
troubleshooting purpose, resolving incidents relating to the Internet access service.
Please provide details of contact person including email and phone.

ISP should have preventive maintenance plan to be conducted on regular basis (e.g
every 6 month).

Provide network monitoring (PRTG) access for service provided and generate weekly
reports when needed.

Data confidentiality guarantee:

ISP may not scan traffic (if this should be done for finding problems in the network a prior
UNHCR agreement must be obtained.

If the service not delivered with minimum requirement while ISP is being notified at least
twice through written email, then UNHCR has the right to stop the service and change the
provider without any penalties or any legal consequences.

ITEM STATEMENT SPECIFICATIONS
DESCRIPTION
1 Dedicated Link for Internet 70 Mbps Internet, 99.99% uptime
2 Free corporate package 10 Mbps Free capacity for corporate
capacity clients who surpass 30 Mbps DIA monthly
subscription
3 Online and onsite 24/7- 365 Support
Support
4 Projected Annual Total period -Twelve (12) Months
capacity cost, with
back up to the
new undersea
cable network.

Penalties:

If the availability of the link falls at or below 80.0% on any given month period UNHCR
shall be exempted of payment for the affected month and UNHCR reserves the right to
terminate the contract.



The link throughput will be monitored and may be randomly tested by UNHCR without
previous notification to the ISP, if the throughput is found to be less than the specified,
UNHCR reserves the right to terminate the contract if it desires due to "The failure of the
ISP to deliver the contracted service".

The Technical Support and/or Help Desk been provided for the link by the ISP is to be
considered as part of the agreement. Failure to respond to support request will be
considered as “Failure of the provider to deliver the contracted service” and amendments
or cancelation of the contract may happen at the sole request of UNHCR.

Performance Evaluation & Review:

The Service Provider shall meet periodically with authorized UNHCR representative to
discuss issues of mutual concern, to review the Service Provider performance and to
discuss improvements which the Service Provider should make in order to achieve a
more effective service and support.

Payment Terms:

The installation fee shall be paid after completion of installation/commissioning and
certification by UNHCR authorized representative.

Monthly charges shall be paid within 30 calendar days of receipt of invoices by UNHCR.

UNHCR reserves the right to reduce the fees, should the service outage by the Service
Provider be continuous and is more than 24 hours in a week.



